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CCTV Privacy Notice
ScottishPower, incorporated in Scotland (registered number SC193794) having its registered office at 320 St Vincent Street, Glasgow, G2 5AD, operates CCTV at its sites, both internally and externally, for the purposes of crime prevention, detection, site safety and security. CCTV will not be used for any other purposes.
What Personal Data is collected?
The CCTV captures visual images of persons in or around our buildings and facilities. This personal data is collected through the CCTV cameras operated by ScottishPower. On some sites we may deploy temporary CCTV systems which are provided by the third party; Argenbright Security Europe Limited (ASEL). 
Lawful basis for processing CCTV
Under Article 6 of GDPR (Lawfulness of Processing), we must have a lawful basis for processing personal data, including CCTV. 
 The lawful basis for the processing of CCTV footage is:
· For compliance with legal obligations – As an operator of essential services (OES), ScottishPower has a legal obligation under NIS 2018[footnoteRef:2], Regulation 10 to manage risks posed to the security of the network and information systems on which their essential service relies, and with regards to Health and Safety obligations [2:  UK Network and Information Systems Regulations 2018] 

· The legitimate interests of ScottishPower to protect their property, security for site safety, crime detection and prevention.
Who has access to CCTV
The viewing of CCTV in a live environment is limited to those authorised to work in the Alarm Receiving Centre (ARC) and other nominated sites as agreed with the UK Corporate Security Director.
ScottishPower do not routinely share CCTV footage either with internal parties or external third parties but will do so in certain circumstances such as;
· where we are obligated to do so by certain bodies of authority for official or criminal investigations. 
· For official internal Security or Health and Safety investigations.
Any disclosure of information to third parties is controlled and we will only share where we have a lawful basis to do so.
All parties who request to view or receive copies of CCTV must do so via an official request form which must be approved by the Corporate Data Protection Team. The form will capture the following information: details of the footage requested, the purpose for which they require it, the requesting authority’s details, contact details of the requester and of their supervisor/line manager. 
Transfers of Data
Your personal data will be processed and stored within the UK or the European Economic Area (“EEA”). In any instances where this data is to be transferred out with these areas, we will implement appropriate safeguards and security measures.
All data transfers that occur within the Iberdrola Group are carried out in accordance with the applicable data protection laws and our Binding Corporate Rules (BCRs). The Iberdrola Group’s BCRs reflect European legislation on data protection (General Data Protection Regulation) and means that all companies in our Group have to comply with the same internal rules. You can download a copy of the Iberdrola’s BCR here.
[bookmark: _Hlk213070956]How long is CCTV footage kept?
CCTV footage is retained for 28 days after the date of capture, unless the footage is relevant to an investigation or request 
Perimeter Intrusion Detection System (PIDS) CCTV images are retained for 30 days, unless they are relevant to an investigation or request. 
If the footage has been subject to an incident, it will be retained for the current year plus 3 years, unless we are required to keep it longer due to criminal investigations. 
Security of Data
We have in place appropriate technical and organisational security measures to protect your personal data against unauthorised or unlawful use, and against accidental loss, damage or destruction. We have put in place strict confidentiality agreements (including data protection obligations) with our third-party service providers and processors
Data Subject Rights
 Under data protection law, you have the following rights.  you can exercise any of the following rights by contacting us at dataprotection_corporate@scottishpower.com.  
Right of access – you have the right to obtain confirmation of what personal data is being processed and to receive a copy of this personal data.
Right to rectification – you have the right to have your personal data rectified if it is inaccurate or incomplete.
Right to erasure (Right to be forgotten) – you have the right to request the deletion or removal of your personal data where there is no lawful basis for its continued processing.
Right to restrict processing – you have the right to request that we block or suppress processing of your personal data.
Right to object to processing – you have the right to object to the processing of your personal data, under certain circumstances.
Right to data portability – you have the right to obtain and reuse your personal data for your own purposes across different services.
How to contact us
If you believe that your personal data is not being processed in line with this privacy notice you have the right to lodge a complaint with our Data Protection Officer, by contacting: dataprotection_corporate@scottishpower.com or Data Protection Officer, Corporate Security, Scottish Power UK, 320 St Vincent Street, Glasgow, G2 5AD 
 If you are not satisfied with the response, you have the right to lodge a complaint with the UK Information Commissioner’s Office (ICO) by contacting: 
Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF Or Tel: 0303 123 111
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